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Well... lets starts with linguistic 1ssues

NATO: hybrid warfare, attacks, threats, tactics,
challenges, means, operations, and campaigns.

»Hybrid operations against Allies could reach the level of
armed attack and could lead the North Atlantic Council to
invoke Article 5 of the North Atlantic Treaty™.



Whatis ....hybrid warfare ....?

* The Chinese concept of Unrestricted Warfare by Qiao Liang and Wang
Xiangsui, along with the "Three Warfares" doctrine/concept ; psychological
warfare, public opinion warfare, and legal warfare (lawfare)

* The concept of hybrid warfare, as defined by Colonel Frank Hoffman, refers
to adversaries utilizing a tailored mix of conventional weapons, irregular
tactics, terrorism, and criminal behavior simultaneously all at the same
time and battlespace to achieve their political objectives.

* General Gierasimov, in 2013, emphasized the blurring line between peace
and war, with non-military forms and means of struggle experiencing
unprecedented technological development and acquiring a dangerous and
sometimes violent nature.

* This notion aligns with the increasing complexity of armed conflict.
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Atomic warfare, Diplomatic warfare, Financial warfare, Conventional warfare, Network warfare Trade warfare, Bio-chemical warfare, Intelligence warfare, Resources warfare, Ecological warfare Psychological warfare, Economic aid warfare, Space warfare, Tactical warfare, Regulatory warfare, Electronic warfare, Smuggling warfare, Sanction warfare, Guerrilla warfare, Drug warfare, media Warfare, Terrorist warfare, Virtual warfare (deterrence), Ideological warfare. Cultural warfare 


or .....hybrid threats

FIGURE 1. Hybrid Threats and Hybrid Warfare Shown on a Continuum of Conflict®

,hybrid threats combine a wide
range of nonviolent means to
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undermine the functioning’ HYBRID THREATS

unity, or will of their targets

. . . Confrontation ‘Gray zone' Armed conflict
while degrading and subverting Intensity
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actors to gradually achieve their \What seems universal for ‘hybrid threats’ is the
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responses. of : and foremost
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https://www.youtube.com/watch?v=ssenjzCniP8
https://www.youtube.com/watch?v=ssenjzCniP8

Or 1n other words....

1) “Coordinated and synchronized action, that deliberately targets
democratic states and institutions’ systemic vulnerabilities, through
a wide range of means (political, economic, military, civil and
information),

2) Activities exploit the thresholds of detection and attribution as
well as the border between war and peace, and

3) The aim is to influence different forms of decision making at the
local (regional), state, or institutional level to favour and/or gain
the agents strategic goals while undermining and/or hurting the
target”.

Dodaj stopke



four horsemen of the ..... hybridity

Hybrid threat

Cyber space
Disinformation

VULNERABILITIES

of disticntion

Hybrid warfare <



Prezentator
Notatki do prezentacji
J. J. McCuen, ‘Hybrid Wars’, Military Review, March-April 2008, 


How to Explain Disinformation Without Spreading...

Table 1. Types of Information Disorders

Definition Example

Misinformation When false information A terror attack on the Champs Elysees on 20 April
is shared, but no harm is 2017 generated a great amount of misinformation in
meant social networks, spreading rumours and unconfirmed

information'®. People sharing that kind of
information didn't mean to cause harm.

Disinformation When false information During the 2017 French presidential elections, a
is knowingly shared to duplicate version of the Belgian newspaper Le Soir
cause harm was created, with a false article claiming that

Emmanuel Macron was being funded by Saudi
Arabia'.

Malinformation When genuine The intentional leakage of a politician’s private
information is shared to emails, as happened during the presidential elections
cause harm in France 20178,

Source and examples: Wardle and Derakhshan, Information Disorder: Toward an interdisciplinary framework for research and policy
making, Council of Europe report DGI(2017)09, 2017.
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Ruairí Harrison, ‘Tackling Disinformation in Times of Crisis: The European Commission’s Response to the Covid-19 Infodemic and the Feasibility of a Consumer-centric Solution’ (2021) 17(3) Utrecht Law
Review p. 19
The impact of disinformation on democratic processes and human rights in the world, https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653635/EXPO_STU(2021)653635_EN.pdf 



Disinformation

Covid

Migration Belarus
r ~ People seeking refuge from Ukraine

Rockets in Poland.
Civil Preparedness has three core functions: /

« Continuity of government Civil Resilignce
« Continuity of essential services to the population
« Continuity of civil support to military operations




® . . .
The Aim of the Disinformation  p., Ryssian trolls aren't just concerned with
Operation in Poland no. 1 convincing people to believe these particular
narratives - explains Martyna Bildziukiewicz, the
To undermine citizen confidence Brussels-based head of the East StratCom TF the
in democratic governance. EU's team for combating Russian disinformation. -
Their goal is much more dangerous: to create
chaos and confusion so that no one knows where
the truth ultimately lies. They want anyone seeking

To foment and exacerbate divisive
political fractures.

To erode trust between citizens information to get confused and give up
and elected officials and participating in the debate altogether.
democratic institutions. Che New ork imes

To create general distrust or
confusion over information

sources by blurring the lines Blinken Warns of Disinformation
between facts and fiction. .

Disinformation undermines human nreat to DemocraCles

rights and many elements of good At an international forum, the secretary of state said artificial

quality democracy. intelligence’s ability to dlsrupt the global flow of information coul
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https://www.cimic-coe.org/resources/online_seminars/20221116/Versteegden.pdf



The Aim of the Disinformation
Operation in Poland no 2

*Poland 1s still the greatest and most
important of the Eastern European
NATO members, with the largest army
and the strongest economy

*Poland was the country that originally
proposed the European trade treaty with
Ukraine

*Rzeszow Airport, the Berlin airlift,
Manas

As Anne Applebaum says, Russian
authorities want to undermine and
destabilise Poland’s position. This
is definitely part of a wider plan to
act against the EU and NATO. By
doing so, Russia undermines and
destabilises the whole post—Cold
War settlement. And that, of
course, has been the central goal
of Putin’s foreign policy for two
decades



*2019 - Hungarian Cultural Centre in Ukraine Fidesz

*150 thousands Ukrainian Hungarians 1n the
Zakarpattia oblast

*Manuel Ochsenreiter approaches three Poles from
Falanga right wing movement. He 1s jounralist in
,,Zuerst!” and works with (AfD) Markus Frohnmaier.

Before we jump to narratives — how to stage infoops

Adrian Marglewski
was 1instructed to daub
a swastika on the
targeted building 1n
Uzhhorod as well as
the neo-Nazi code 88
with this aimed at
compromising
‘Ukrainian  Bandera-
supporters
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https://infoops.pl/podpalenie-budynku-towarzystwa-kultury-wegierskiej-na-zakarpaciu-4-lutego-2018-r/


Poland’s Vulnerabilities to Disinformation

*Lack of a fully developed civil society
*Lack of trust in mainstream media or e-literacy
*Smolensk plane crash

*Fear of Russian- German alliance (Matthias Warnig,
Gerhard Schroder)

*Polish-Ukrainian historical grievances

The average level of trust in social
media among EU citizens reaches
32% in comparison to 52% in

Poland



Europe’s Vulnerabilities to
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Is it only powerful in CEE
Zacznę historycznie bo jesteśmy w wyjątkowym miejscu
No Czemu Belgia i Holandia są strategiczne i czy jest jakiś łącznik z CEE???
1) Delft, katolik Willem van Oranje William the Silent Prince of Orange, great start, quintessential Dutch ruler (ur. 24 kwietnia 1533 w Dillenburgu, zm. 10 lipca 1584 w Delfcie)
Orange fever https://www.youtube.com/watch?v=GeVvRGkXTLc&t=397s 5 min I 10.25
Dutch East India Company
Hard work, Discipline, Not flashy Byli kalwinistami jeszcze przed Kalwinizmem Always small always innocent ????
Very centre of European Union – BeNeLux
And yet EU spoiled small countries with peace dividend 
Battle of Avdiivka (2023–2024) 17,000 killed, 30,000 injured[16]

Friend from Amsterdam  Dismisive 
-Texel Island Netherlands– people inbred
-People from Limburg south – Catholics not in a good way
-Friesland they talk weird but they skate well,
-It is a shame that Rotterdam has a harbour
- they are very primitive in Gelderland,
- Brabant is extasy capital of Europe
Amsterdam and the west are the best
The rest says that Amsterdam is beyond the pale because they are so arrogant
Of the 142,560 people serving in the UK's armed forces in 2023, over half of them were in the British Army, which had 77,540 personnel.

2) czy ta historia się gdzieś łączy ????
Po pierwsze lata integracji, powstanie królestwa Belgii i Holandii się nie udało
Nicholas I, announces a mobilisation of the Polish and Russian troops on 17 October, 1830 . On 24 November, Belgium proclaims independence. On that very day, the cadets receive a message about planned arrests.
The 1839 Treaty of London guaranteed Belgium's independence and neutrality, 
GB enters the I world war, 
We have II world war



LANOSZKA, ALEXANDER. “Russian Hybrid Warfare and Extended Deterrence in Eastern Europe.” International Affairs (Royal Institute of International Affairs 1944-), vol. 92, no. 1, 2016, pp. 175–95. JSTOR, http://www.jstor.org/stable/24757841. Accessed 18 July 2023.��


Figure 9. TOP 5 narratives used by RT, Sputnik, Perviy kanal about Finland.

Refugees and migrants as a destabilising factor

20 1 5 — Disinfo Finland and Russia are good partners, no matter what
Ridiculing the idea of a Russian threat

Sanctions against Russia hurt the European Union, incl. Nordic-Baltic coun-
tries more than Russia

Figure 8. TOP 5 narratives used by RT, Sputnik, Perviy kanal about Denmark.
NATO is a threat to Russia

Refugees and migrants as a destabilising factor

Radical Islam as a destabilising factor

The Arctic is a territory of dialogue

| : T Figure 12. TOP 5 narratives used by RT, Sputnik, Perviy kanal about Sweden.
Rise of far-right nationalists
Refugees and migrants as a destabilising factor

European Union unity is diminishin
P y : Sweden is part of an unjust persecution of Julian Assange
Radical Islam as a destabilising factor

Rise of far-right nationalists

European Union unity is diminishing
Islamic culture as a destabilising factor



2018

Refugees and migrants as a destabilising factor
The Nord Stream 2 project will not fail

Child welfare issues

Radical Islam is a destabilising factor

Rise of far-right nationalists

Islamic culture is a destabilising factor

May 9th is commemorated around the world
Russophobia, anti-Russian sentiment

Extreme human rights and liberalism

Refugees and migrants as a destabilising factor
The Nord Stream 2 project will not fail

The idea of a Russian threat is ridiculous
Discrimination against minorities

Baltic people disrespect the Great Patriotic War
and the Soviet legac

/ Refugees and migrants as a destabilising factor

Rise of far-right nationalists

May 9th is commemorated around the world
Liberal gender policy

Extreme human rights and liberalism

Refugees and migrants as a destabilising factor
The Nord Stream 2 project will not fail

The idea of a Russian threat is ridiculous

Rise of far-right nationalists

Discrimination against minorities

Certain NB8 countries glorify Nazi collaborators
May 9th is commemorated around the world
Baltic people disrespect the Great Patriotic War
and the Soviet legacy
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I Diminishing European Union unity

Refugees and migrants as a
destabilising factor.

Radical Islam as a destabilising
factor. *

Islamic culture as a
destabilising factor. *

Rise of far-right nationalists.

ISBN 978-0934-564-25-
The Telegraph | The Telegraph

Revealed: how Putin plans to flood West with migrants

Hayley Dixon
29 February 2024 - 7-min read

In this article:

Vladimir Putin
President of Russia

RUSSIA’S FOOTPRINTIN THE

NORDIC - BALTIC
INFORMATION ENVIRONMENT

Report 2016/2017

PREPARED BY THE
NATO STRATEGIC COMMUNICATIONS

CENTRE OF EXCELLENCE
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https://uk.yahoo.com/news/revealed-putin-weaponising-migration-destabilise-213000692.html
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“EU Approach vs. US Approach —
Challenges in communication

Twitter was applauded when it permanently suspended Donald
Trump’s account in early 2021, following various other
platforms that limited his activities.

If, however, that removal had been demanded by government, it
would have been considered an intolerable threat to the
freedom of citizens and would have been struck down as
unconstitutional.

President Donald Trump lost a major
Twitter fight Tuesday when a federal
appeals court said that his daily
pronouncements were overwhelmingly
official in nature and that he violated
the First Amendment whenever he
blocked a critic to silence a viewpoint.

European’s fear about the absence of effective speech
controls in the public domain

Role of the American’s fear about the presence

state

The New 1Jork Eimes

Penn’s Leadership Resigns Amid

Controversies Quer Antisemitism

The president, Elizabeth Magill, and the chairman of the board of
trustees, Scott L. Bok, are leaving after intense pressure from
donors, politicians and alumni.

of governmental censorship.

The president of the University of
Pennsylvania, Elizabeth Magill, resigned
on Saturday, four days after she appeared
before Congress and appeared to evade the
question of whether students who called for
the genocide of Jews should be punished.
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president Donald Trump is violating free speech laws by blocking critics on Twitter, a New York federal appeals court has ruled.
The First Amendment does not permit a public official who utilises a social media account for all manner of official purposes to exclude persons from an otherwise‐open online dialogue because they expressed views with which the official disagrees."
https://www.bbc.com/news/technology-48935861
On free speech, the U.S. and Europe have also gone different ways. The German minister of justice threatened Facebook, Twitter and Alphabet Inc.’s Google search back in December, telling them they needed to move faster and better to remove hateful posts that violate German law.
Now the minister is proposing a new law in fulfillment of the threat.
To Americans, the idea of the government forcing social media to censor posts may seem to resemble China’s internet censorship. Such legislation wouldn’t just be unconstitutional; it would be almost unthinkable.
But the government can’ Facebook and Twitter are private actors who could censor voluntarily under the Constitution -- indeed, their voluntary censorship would itself be protected speech.
t order private censorship any more than it can censor directly. That’s because U.S. constitutional tradition treats hate speech as the advocacy of racist or sexistThey may be repellent, but because they count as ideas, they get full First Amendment. Hate speech can only be banned in the U.S. if it is intended to incite imminent violence nieuchronna przemoc and is actually likely to do so protection https://www.bloomberg.com/opinion/articles/2017-03-19/free-speech-in-europe-isn-t-what-americans-think 

The Thirty Years’ War is thought to have claimed between 4 and 12 million lives. Around 450,000 people died in combat. Disease and famine took the lion’s share of the death toll. Estimates suggest that 20% of Europe’s people perished, with some areas seeing their population fall by as much as 60% - ok 500 mln ludzi zylo wtedy na swiecie ale 112 w Europie od 10 do 20 procent
3% World War II was the deadliest military conflict in history. An estimated total of 70–85 million people perished, or about 3% of the 2.3 billion (est.) – ale w Europie The total for Europe alone was 15 million to 20 million – 500 mln – 4 procent ale gdyby dodać do tego pierwsza wojne 20 million a do tego pandemia between 20 and 40 mln kolejn 5 procent europy
- Sedzia Brandeis Whitney v California (1927) - rewolucjoniści nie bali się politycznej zmiany. W dyskusji liczy się edukacja a nie wymuszona cisza
 
Justice Harlan in Cohen v California (1971)60 rested the positive case for the First Amendment absolutism,  ‘[Free speech] is designed and intended to remove governmental restraints
from the arena of public discussion, putting the decision as to what views
shall be voiced largely into the hands of each of us, in the hope that use of
such freedom will ultimately produce a more capable citizenry and more
perfect polity and in the belief that no other approach would comport with
Justice Brandeis in Whitney v California (1927)48 – although upholding a
conviction for communist speech advocating the overthrow of the government
– famously laid the foundation for the absolutist interpretation of
the First Amendment, by grounding it in the self-reliant settler who does
not need or want government to protect him from bad speech; quite the
reverse, protection from government is what is needed:
‘Those who won our independence by revolution were not cowards. They did
not fear political change. They did not exalt order at the cost of liberty. To
courageous, self-reliant men, with confidence in the power of free and fearless
reasoning applied through the processes of popular government, no danger
flowing from speech can be deemed clear and present unless the incidence
of the evil apprehended is so imminent that it may befall before there is opportunity
for full discussion. If there be time to expose through discussion the falsehood
and fallacies, to avert the evil by the processes of education, the remedy
to be applied is more speech, not enforced silence. Only an emergency can
justify repression. Such must be the rule if authority is to be reconciled with
freedom.’49
Within this

No właśnie roznice w podjeściu do hybrid threat UE uSA - 
Gregory F. Treverton An American view Hybrid threats and intelligence in: Weissmann, M. et al. (eds) (2021) Hybrid warfare : security and asymmetric conflict in international relations. First edn. London England: I.B. Tauris p. 43





Is 1t just Russia ?

Are Rugs_ignNEfFatives
Amplified by PRC Media?

A Case Study-on Narratives Related to
Sweden’s and Finland's NATO Applications

NATO STRATEGIC COMMUNICATIONS
CENTRE OF EXCELLENCE
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https://stratcomcoe.org/publications/are-russian-narratives-amplified-by-prc-media-a-case-study-on-narratives-related-to-swedens-and-finlands-nato-applications/298
 The interplay between Russian and Chinese state media reveals both convergence and divergence in their approach to NATO’s expansion, with the narratives on Sweden’s and Finland’s NATO bids presenting a complex media engagement scenario. While there are clear thematic over laps in the narratives presented by both countries, particularly in their portrayal of NATO as a destabilising force, there is no direct evidence
of collaboration or intentional amplification of each other’s narratives.
The differing approaches in handling
Finland’s NATO bid between Russian and
Chinese media underscore the complexity of
the informational landscape. While both Russia
and China share apprehensions about NATO,
their distinct geopolitical strategies and bilater-
al relations with European countries influence
how they shape and disseminate narratives.
The case of Sweden, where narratives are
more aligned, reflects a shared strategic view
of Sweden’s role in the changing security archi-
tecture of Europe. For Finland, the divergence
in narratives might indicate a more cautious or
strategically differentiated approach by China,
acknowledging the nuances in its bilateral rela-
tions and long-term diplomatic objectives.
While there is a discernible alignment
in the overarching themes of Russian and
Chinese narratives concerning NATO ex-
pansion, particularly in the case of Sweden,
the extent of direct collaboration or mutual
amplification is complex and not conclusively
demonstrable. 


Why migrations related disinfo 1s so crucial ....
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What is lawfare

The first concept considers lawfare as militarised - a method of warfare

(bad faith) part of armed violence per se involving for example
acts of perfidy

Human shields
terror
o certain war crimes
= forfeiture of basic communal services to subdue the population in
the contested area
= kidnaping.

The second perceives lawfare as the exploitation of weaknesses and flaws of
international law but outside areas of armed conflict (bad faith,
instrumentalization) — acts contradictory to existing legal order .

The third sees lawfare as a means of influencing opponents using the existing
international
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In England . . . there is a profound mistrust of the injection of policy considerations into international law. If our American colleagues believe that international law is a tool of social engineering, ours to build with, the British prefer to emphasise its neutrality in respect of social values, and further suggest that policy becomes indistinguishable from politics. The introduction of policy considerations, many British would argue, makes international law unscientific and unpredictable. They urge that neutral rules are the protection of the weak against the strong; that the acknowledgement of policy considerations introduces a subjective element . . 



*The use of law as a weapon of war
arguably goes back all the way to
Hugo Grotius, Huig de Groot.

- *Mare Liberum (or The Freedom of
- the Seas) 1609. In The Free Sea,
Grotius formulated the new principle
that the sea was international territory

and all nations were free to use i1t for
seafaring trade.
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During the first decade of the 1600s, European countries, including Holland, were competing intensely over the control of seafaring trade routes. Portugal was attempting to protect its lucrative spice trade by deploying its navy to exclude the Dutch East India Company (DEIC) from the Indian Ocean. 

The disputation was directed towards the Portuguese Mare clausum policy and their claim of monopoly on the East Indian Trade



5. Fiery Cross Reef@)

The Permanent Court of Arbitration at The
Hague - 2 July 2016

*The Hague tribunal overwhelmingly backed the
Philippines 1in a case on the disputed waters of the South
China Sea.

» It ruled that rocky outcrops claimed by China, cannot be
used as the basis of territorial claims.

* The tribunal stated that some of the waters were "within
— the EEZ of the Philippines, because those areas are not
it overlapped by any possible entitlement of China".

Guamesmss o The tribunal furthermore found China had violated the

Philippines’ sovereign rights in those waters by interfering
with its fishing and petroleum exploration and by
constructing artificial i1slands.

. (Ref.) CSIS Asia Maritime Transparency Initiative / DigitalG\obeI(incl‘ photao
glnal outpost US DoD Annual Report to Congress 2016

Aarch 2020
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Rodrigo Duterte has shown an inexplicable reluctance to use the ruling, instead dismissing it as scrap paper.
China has declared itself a “near-Arctic state,” a designation it invented to push for a greater role in Arctic governance


yarent Fishing Hours
213

0.1
Galapagos Marine Reserve

GalapagosEEZ
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China has built the world’s largest deep-water fishing fleet, by far, with nearly 3,000 ships
In the summer of 2020, the conservation group Oceana counted nearly 300 Chinese ships operating near the Galápagos, just outside Ecuador’s exclusive economic zone, the 200 nautical miles off its territory where it maintains rights to natural resources under the Law of the Sea Treaty


the Northern Sea Route

A trip from Dalian, China, to Rotterdam, the
Netherland along the NSR takes around 33 days, as
opposed to the 48 days via the Suez Canal.

the “Polar Silk Road,”

China has declared itself a “near-Arctic state,” a
designation it invented to push for a greater role in
Arctic governance




Hybrid threats - Lawfare
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Belarus aimed to exposes migrants
to:

* illegal border crossing and

* Belarus exposes them to the
perils of illegal border crossing

* potential criminal responsibility
in Poland and other countries.

* Belarus was also engaging in
lawfare by coercing EU states to
break international and EU law.

* Belarus is/was thus wusing the
existing human rights protection
system to exploit vulnerable
groups and obtain financial
benefits.
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International Relations and Area Studies
Bachelor’s Programme at the Faculty of
International and Political Studies of the
Jagiellonian University in Krakow.

IRAS offers a vast range of opportunities
SSSSSSSSSSSSSSSSS S —— to explore international P olitics and
different regions of the world, experience
cultural diversity, develop your academic
skills and career options and enjoy leisure
time together with students from all over
the world.

An interdisciplinary and
international programme (S

@




* International Relations and Public
Diplomacy programme together
with the University of Siena with a
generous support of the Polish
Nationl Agency for Academic
Exchange. We have also started an
M.A. 1in Political Ideas in a Digital
Age programme. This project is
established thanks to multilateral
cooperation of four universities —
Jagiellonian University in Krakow
and 1ts MA in International
Security and Development
programme, CY Cergy Paris
University, The Political Institute
of the Catholic University in

Lisbon and The Francisco

e Marroquin University in
Guatemala.




* The Programme 1s taught at the Faculty
o et AA of Political and International Studies
FIPS) of the Jagiellonian University in
akow — the oldest and the best HEI in
Poland and one of the leading
ey universities in the region. This ensures
NT STYDIES high quality of teaching and a vibrant
AN and 1nspiring academic environment.
3 The FIPS is a truly multidisciplinary
unit, which 1s of great significance when
1t comes to 1ssues connected to
globalisation and development. We
provide expertise in many different
areas not only limited to traditional
olitics and IR, but also fields such as
umanitarian aid, environmental
protection, public health, media and
communication
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